Abstract. Mobile devices are connecting to the Internet through an increasingly heterogeneous network environment. This connectivity via multiple types of wireless networks allows the mobile devices to take advantage of the high speed and the low cost of wireless local area networks and the large coverage of wireless wide area networks. To maximize the benefits from these complementing characteristics, the mobile devices need to be able to switch seamlessly between the different network types. However, the switch between the technologies, also known as a vertical handoff, often results in significant packet loss and degradation of connectivity due to handoff delay and also increased packet loss rate on the border of the coverage area of the networks. In our previous work, we have proposed an inter technology mobility management architecture which addresses the packet losses using selective resending of packets lost during the handoff period. In this paper, we extend the architecture to address packet losses due to wireless errors more efficiently by taking advantage of erasure codes to form redundancy packets. We propose to send these redundancy packets over both links. We show that this proposal reduces both the chances of packet loss and the buffering requirements of the original SafetyNet scheme.
Introduction
With the proliferation of new wireless access network technologies, mobile users can now access the Internet using multiple types of access network technologies. This heterogeneous network environment provides access through a varying range of network technologies. The characteristics of these access networks vary greatly; Wireless Local Area Networks (WLANs) provide high speed access with a network latency of tens of milliseconds, often at the price of fixed Internet access but with a very limited coverage. Wireless Wide Area Networks (WWANs) on the other hand provide wide coverage but have a significantly lower data rate, higher latencies up to several hundreds of milliseconds and a cost which may several magnitudes larger than that of WLAN networks. Therefore, it is beneficial for a mobile user to be able to switch seamlessly between the different technologies.
Seamless switching between heterogeneous access networks requires carefully managed vertical (inter-technology) handoffs. Protocols, such as Mobile IP [4] , can be used for ensuring the handoff does not break the on-going connections of a mobile node and that the mobile node remains reachable in spite of the handoff. However, the vertical handoff performance of Mobile IP often leads to significant disruption of on-going traffic [1] . Earlier work in the field of mobility management has mostly focused on minimizing the impact of horizontal handoffs, i.e. moving between two networks of the same technology and does not provide optimal performance in vertical handoffs.
In our previous work, we proposed a localized mobility management protocol, SafetyNet [2] for minimizing the impact of vertical handoffs. The SafetyNet protocol utilises make-before-break handoffs, in which the mobile node breaks its connectivity with the previous access router (PAR) only after connecting to the new access router (NAR) which makes it possible to perform lossless handoffs. However, upward vertical handoffs, i.e. handoffs from WLAN to WWAN networks are typically performed only when the signal to noise ratio for the WLAN has degraded to nearly unusable. This poor signal strength of the WLAN may result in packet losses due to wireless errors or complete loss of connection with the PAR during the time it takes to prepare the WWAN interface and link layer connection to the NAR. To address this issue, SafetyNet combines the make-before-break handoffs with buffering at the NAR with selective delivery of packets from the buffer, so that any packets lost on the previous link (between the mobile node and PAR) are delivered from the buffer of the NAR at the new link. This allows for the recovery of the packets lost during the handoff period due to wireless errors or loss of connection with the previous access router. This mechanism is described in more detail in the next section.
The SafetyNet protocol showed a significant performance improvement over Fast handovers for Mobile IPv6 [5] in empirical measurements in favorable conditions for a vertical handoff scenario both in terms of TCP performance and in terms of over-the-air overhead. However, the worst case performance of Safetynet is close to that of Fast Handovers for Mobile IPv6 protocol. In this paper, we target the average and worst case performance of the protocol by replacing resending of packets with use of packets based forward error coding (FEC) [6] both on the link of the previous router and on the link of the new router. We show that by using an adaptive coding scheme we can reduce the cost of recovering lost packets significantly while improving the Safetynet architecture in terms of processing.
In the next section, we firstly present an overview of the SafetyNet protocol and then discuss its limitations in section 3. Our contribution is given in section 4 where we detail an improved solution and provide a preliminary performance evaluation. Finally we present relevant related work in section 5 and conclude this work in section 6.
Overview of the SafetyNet Protocol
In the SafetyNet protocol [2], a Mobile Node (MN) moving from a link connected to the Previous Access Router (PAR) to a link connected to a New Access Router (NAR), initiates the vertical handoff from PAR to NAR with PAR when it senses
